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This document uses Monigear NTHM (Network temperature and humidity monitor) to send
emails as an example to demonstrate how to set up the email notification function of Monigear
series network monitoring devices, and introduces the relevant concepts of alarm events at

Monigear device monitoring points.Example of a email notification

1.Traditional SMTP email sending

In recent years, due to security concerns, major email service providers have shifted to more
secure authentication methods. However, many enterprises still use traditional SMTP email as

their internal email service. This chapter explains how to set up this method.

In order to show how to use this method to send email with a monigear device, | registered
an account, zhongwenqing68@163.com, on Netease's 163.com email website. For security
reasons, the email account does not enable POP/SMTP by default. This function needs to be
enabled in the system settings on the webpage. When enabling SMTP, a unique password will be
displayed. This password is only displayed once and must be saved. This password is the SMTP

password for this account.

ssssssss " Disconnect |Update Certificates| Update password

Device canfigure |0 state Technical support information

Detect Blink [[Sawe| Reboot Sys reboot Read configure Apply changes
Factory Upgrade Online Update smplate Confiiw Property Value
Basic configure Enable daily Email Yes
10T center 1 configure Send daily email hour n
Event email repeat send times 3

10T center 2 configure

Repeat event email interval(minutes) 20

GNC center configure

Recipients wenging.zhong@monigearcom
SNMP configure P e J g
Enable SASL Yes
Email notification configure
Enable STARTTLS No
Enable SSL for SMTP Yes
Force SSL peer verify Yes
Trusted ca-bundle ca-bundle file size: 222971, date: 06-26-2025 15:53:39
Proxy URL

Proxy authenticate user

Proxy authenticate password

SMTP server smtp.163.com

SMTP port 465

Sender zhangwenging68@163.com
SMTP authenticate type Basic authen

SMTP basic authenticate password | LTQJ iTq5

The settings directly related to sending a traditional SMTL emails are those shown in the two

blue boxes in the image above, explained below:
Recipients is the email address to receive emails.
Enable SSL: Generally, select Yes.

Enable STARTTLS: This depends on the email server. 163.com doesn't require this, so select No.



Enable SSL for SMTP: Because 163.com's mail server requires this, you must select Yes.

Force SSL peer verify: This is the option for two-way authentication of digital certificates.

Selecting Yes provides higher security.

Trusted ca-bundle is a root certificate bundle provided by your trusted organization, here using

the Mozilla CA certificate store, you can download through this link.  Alternatively, you can use

the cabundle file in Linux.
SMTP Server is entered based on your server's IP address or domain name.

SMTP Port is also entered based on your email server's configuration. Here, 465 is used as the
SSL port, so the SSL-related settings above must be configured correctly; otherwise, errors will
occur when establishing an SSL connection with the email server. If your email server uses port
25, it is an unencrypted port, and "Enable SSL for SMTP" should be set to "No". These settings

must be correct for a connection to be established.
“Sender” corresponds to the SMTP username, which is my email address in this case.
SMTP Authenticate Type: For traditional SMTP methods, this must select "Basic authen".

After the settings are completed, click Apply Changes -> Save -> Reboot to take effect.

Device '-'Oﬂﬁg'-”’?. |0 state Technical support information

Detect Blink | | Rebbot Sys reboot Read configure Apply changes

After rebooting, go back to the Email configuration category in the configuration tool, and then to
"Email Test". Click to perform an email test. As long as the settings are correct, you should be

able to send emails successfully.

2.Preparations for sending Gmail
emails via traditional SMTP

The following example uses Gmail to send emails via the standard SMTP protocol. It should
be noted that many ordinary mail servers are simpler than Gmail, allowing login directly with a
username and password. The setup for these is relatively simple, and you can start from Chapter
3.

By default, Gmail enables the SMTP function (other types of mailboxes may need to
manually enable the SMTP function, you can search for relevant tutorials online), and you need

to add an App password for the SMTP function.

1) Click on Google apps, select Account, and click Security to enable two-step verification
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Google Account Q  Search Google Account ® @
® Home You have security tips

. Security tips found in the Security Checkup @ ‘
[25] Personal info

Account Drive
@® Data & privacy

Gmail
|€| Security Review security tips u 7 Q
Maps

YouTube Gemini
2, People & sharing
G B
iptis . = o 31
B Payments & subscriptians Recent security activity 7
Search Calendar News
® About Suspicious activity detected © Action ne¢
Review security activity
Photes Meet Translate
] [ L

How you sign in to Google

Make sure you can always access your Google Account by keeping this information up to date

@ 2-Step Verification @ onsinceJdun26 >

=2+ Password Last changed Aug 31, 2024 >

2 ) After enabling 2-Step Verification, enter App in the search box above and select App

passwords
<« > C 2% myaccount.google.com/security?gar=Wzl4MV0&hl=en8&utm_source=0GB&utm_medium=act By o ) ®
a
Google Account Q  App X @ # @
Google Account results =
@ Home = Your connections to third-party apps & services
= Security
%] Personal info [ APp passwords 1t secure
= Security
@ Data & privacy = Web & App Activity
& Data & privacy
&) security Help Center articles
2, People & sharing [E] sign in with app passwords
B Payments & subscriptic E Manage app info from your devices
@ About [E] Access & control activity in your account

Recent security activity

Signing in with 2-Step Verification was turned on 4:02PM b
Sign-in step added: Phone number 4:02PM >
New sign-in on Windows 3:37PM >

Review security activity (5)

3) Enter your login password to confirm your identity



ﬁ

7

Hi mlang

To continue, first verify it's you

g < 2 ™
If_@ r _ .i@gmailcom ¥ |
- ~

ssssssssnsnsnnng

[ Enter your password

[J show password

Forgot password? m

English (United States) - Help Privacy Terms
4) Enter the name of the application, e.g. SMTP (the name can be customized), and click Create

Google Account ® @
¢ App passwords

App passwords help you sign into your Google Account on older apps and
services that don’t support modern security standards.

App passwords are less secure than using up-to-date apps and services
that use modern security standards. Before you create an app password,
you should check to see if your app needs this in order to sign in.

Learn more

You don't have any app passwords.

To create a new app specific password, type a name for it below...

App name

SMTP

([ Create |

5) Copy the password down for later configuration

Note: After this page is closed, you cannot get the password again, you can only delete and

recreate it.



Generated app password

Your app password for your device

russ'-—f- vdob

How to use it

Go to the settings for your Google Account in the application or device you are
trying to set up. Replace your with the 16 shown
above.

Just like your normal password, this app password grants complete access to
your Google Account. You won't need to remember it, so don't write it down or

share it with anyone.

3.Preparations for sending emails with
OAUTH2

The traditional "username + password" method has been disabled by Microsoft since 2022,
and Google may also disable it. XOAuth2 will replace the basic authenticate method, XOAuth2 is
an extension of OAuth 2.0 to the email protocol. Its core process is: the device obtains a
refresh_token through authorization, then uses it to repeatedly exchange for temporary
access_tokens, and finally sends emails via SMTP. This method eliminates the need to store user

passwords on the device, offering high security and making it suitable for embedded devices.

Because our device has limited display capabilities, we need to complete the one-time
authorization in a PC environment with a browser to obtain the refresh_token, and then write it

to the device configuration file. Therefore, a preparation process is required.

3.1. Preparation process for Gmail OAuth2
Preparation: A Gmail email address (a dedicated sending email address, not your main
personal email address, is recommended) with IMAP access enabled.

https://mail.google.com/mail/u/0/#settings/fwdandpop

Create a project in the Google Cloud Console. Access https://console.cloud.google.com, and
finally, log in to your personal account using Chrome to open the webpage above. The result
should look like this:



() | @ hitps://console.cloud.google.com/auth/clients/create?project=micro-enigma-261202

S8  Start your Free Trial with $300 in credit. Don’t worry—you won't be charged if you run out of credits. Learn more &

= Google Cloud $® My First Project | | Search (/) for resources, docs, products, and more

{? Google Auth Platform / Clients / Create client

Overview & Create OAuth client ID

E

@  Branding . . L.
Authorized JavaScript origins @

e

Audience
For use with requests from a browser

Clients
Zu  Data Access + Add URI |
Verification Center
t  Settings
Authorized redirect URIs @

For use with requests from a web server

~URIs1*
‘ http://localhost: 16104

| + AddURI

Note: It may take 5 minutes to a few hours for settings to take effect

<l

The "Authorized redirect URIs" here should ideally be filled with http://localhost:16104 as

shown in the image above, because it needs to match the token utility in our devcfg.exe tool

later.

After clicking "Create," the following interface will appear. You must record the Client ID and
Client secret. Once this dialogue is closed, the client secret will no longer be displayed; you will

have to recreate it.

QOAuth client created

The client ID can always be accessed from Clients tab under Google
Auth Platform.

o OAuth access is restricted to the test users [2 listed on
your OAuth consent screen

Client ID 752817564990-
99890m.. 4 "0 LS v.a
pps.googleusercontent.com g

A Starting in June 2025, you will no longer be able to view
or download the client secret once you close this dialog.
Make sure you have copied or downloaded the
information below and securely stored it.

Client secret GOCSPX-

iy0o N JE «ussry
Creation date December 25, 2025, 11:49:12 AM GMT-6
Status @ Fnabled

OK



The list of Google Cloud clients looks like the screenshot below.

Next, use our device configuration tool software.
"XOAUTH2 token utilities".

@ Device configuration tool

it ur Free Trial with s. Learn more (2
= Google Cloud ¢ My First Project Search (/) for resources, docs, products, and more Q_search + na ®

P Google Auth Platform / Clients

E  overview Clients + Create client '~ Restore deleted OAuth clients

€  Branding

©  Audience OAuth 2.0 Client IDs

Clients O Name Creation date Type Client ID Actions

So  DataAccess O  Gmail send app Dec 25, 2025 Web application 7528175649" L] P |

B ik O 0ct 9,2025 Web application 7528 s} e

£ Settings

Go to the main menu and select "tool"

Broadcast Search

| & (% IPv4

L Devices found = 1 192.168.2.6
2 19216824
3

devcfg Configure mode Tgol Language

ASCII text to bin file

Network interface | 1€ XOAUTH2 token utility | :move w Cor

IPv6
fe80::2bd:3bff:fe00:2f33%5

fe80::2bd:3bff:fe00:304b%5

192.168.2.120 fe80:bbef:9bff:fe3a:825b%5

OAUTH2 email provider
QO Outlock @ Gmail

Outlook tenant id
common

Client ID
Client secret  GOC
Authorized redirect URL = http://localhost: 16104

Refresh token Save to file

752817564990-99890mvrg76hsb20b2vmc2i5l4kerfov.apps.googleusercontent.com
ncSsry

Get Refresh token

oK

After entering your Client ID and secret, ensure the "Authorized redirect URL" matches your

Google settings. Clicking "Get Refresh token" will bring up your default browser, prompting you to

select your Google account. You'll then see a message indicating the application isn't verified by

Google; simply select "Continue." Once authentication is complete, you'll see the refresh token

below. You can copy it or save it as a file, but be careful to save it securely.

There's a possibility your browser might wait indefinitely without returning, especially when

using a VPN.

3.2. Preparation process for Outlook OAuth2

To send emails via XOAUTH2 using an Outlook account (such as xxx@outlook.com,



xxx@hotmail.com, or a Microsoft 365 work/school account), the following key steps are required.

This process is similar to Gmail, but differs in Azure AD app registration and required permissions.
Prerequisites:

® A Microsoft account (personal or organizational).

® |IMAP/SMTP access must be enabled (enabled by default for most accounts).

® You must have permission to register applications in Azure AD (personal accounts can do this;

enterprise accounts may require administrator approval).
Step 1: Register your application in the Azure portal

Access: https://portal.azure.com/#blade/Microsoft AAD RegisteredApps/ApplicationsListBlade

Sign in to the Azure portal using your sender email account. Navigate to Navigate to Azure Active

Directory > App registrations > New registration.

(3 https://portal.azure.com/#view/Microsoft AAD_RegisteredApps/CreateApplicationBlade/quickStartType~/null/isMSAApp~ /fal

Microsoft Azure () Upgrade | © Search resources, services, and docs (G+/)

Home > App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

MyEmailApp ~

Supported account types

Who can use this application or access this API?
O Accounts in this organizational directory only (Default Directory only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

@ Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft
accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is required for most authentication scenarios.

| Web ~ | ‘ http://localhost:16104 v

By proceeding, you agree to the Microsoft Platform Policies 7'

Enter a name: For example, MyEmailApp

Supported account types: Select "Accounts in any organizational directory and personal Microsoft

accounts"

Redirect URI: Select "Web", then enter http://localhost:16104 (used to generate a token; not

actually used in SMTP, but requires the same settings when obtaining a token using our


https://portal.azure.com/

configuration tool).

Click "Register". Obtain the Client ID (Application ID): On the "Overview" page, copy the
"Application (Client) ID" = This is your client ID.

Create a Client Key:

1. Go to "Certificates & Keys" - "Client Keys" - "New Client Key".

Add a client secret X
Description ‘ email secret ‘
Expires ‘ 730 days (24 months) v ‘

2. Add a description (e.g., SMTP key) and set an expiration time (e.g., 24 months).

3. Click "Add," and then immediately copy the generated key value (shown only once!) >

This is your client key; save it now, as it won't be displayed again.

Step 2: Configure APl Permissions (Critical!)

1) Go to APl permissions - Add a permission.

2) Select Microsoft Graph = Delegated permissions.

3) Search and check exactly these permissions:

® SMTP.Send(Note: NOT Mail.Send — that’s for Microsoft Graph API, not SMTP!)
® offline_access (required for refresh tokens)

4) Click Update permissions.

5) Important: Click “Grant admin consent for [your tenant]” and confirm. (For personal accounts,

click “Grant consent for ...”)

After grant admin consent, it will be looked like below



. . - - = o5l zhongwenqing68@outl...
Microsoft Azure R Search resources, services, and docs (G+/) & Copilot Q& 0O % BGAER (ZHONGWENQING2IC...

Home App registrations MyEmailApp

MyEmailApp | APl permissions =

Refresh | Got feedback?

X Diagnose and solve problems

v Manage . i . -
& i) The "Admin consent required" column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column

- may not reflect the value in your organization, or in organizations where this app will be used. Learn more
i Branding & properties Y i g g pp

Authentication (Preview) X .
Configured permissions

? Certificates & secrets . . e . . ) s
Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should

i e include all the permissions the application needs.

API permissions Bl e

&
Expase an At API/ Permissions name Description Admin consent required  Status
i App roles
PP o

& Owners . ;
Delegated  Maintain access to data you have given it access to

Rol d administrat
&, Roles and administrators Delegated  Send emails from mailboxes using SMTP AUTH.

@ Manifest Delegated  Sign in and read user profile

> Support + Troubleshooting

v

Add or remove favorites by pressing Ctrl+Shift+F

If you do not see SMTP.Send, your account type may not support using SMTP via OAuth2

(common in older or restricted enterprise accounts).

Next, use our configuration tool software by going to tool->"XOAuth2 token utilities" in the

main menu.

Enter your Application ID in the Client ID field. Important notes: Use the default "“common"
for the tenant ID. After entering the recorded Client secret, ensure that the "Authorized redirect
URL" matches the settings in Azure. Clicking "Get Refresh token" will open your default browser.
Select "Agree" to authorize successfully. The obtained token will be displayed in the Refresh
token section below. Outlook's token is relatively long, so choose to save it to a file. Ensure this
file is secure and not leaked. The result is shown in the image below. The preparation is now

complete, and you have obtained the files and data needed for device email settings.

OAUTH2 email provider = Outlook tenant id
@ Outlook O Gmail common

ClientID | 1a623e73-53a3-4293-9b2d-36d54b1c0204
Client secret  b6& s cOW
Authorized redirect URL  tp://localhost: 16104  Get Refresh token

Refresh token Save to file

M.C557 BAY.0.U.-CkGzRzGwNgzNgkh3!CEepEhcOdF2cdaWtOC12k5Xakz2jNNPJuG8N!

ALY

NQc B cLFRBILFNOSL**6T4mIT
Sads

xuds J7zPPQondAugUleZ3*
uvsll = © @ u ixtu!BI7bZ!

CPb! YgYW!

TRX . . frZA




4.Configure email notifications for the
device

4.1. Basic SMTP Authentication Configuration

Taking Gmail's basic authentication SMTP as an example, this method will still be available
until early 2026.

Connect to the device using the network configuration tool and click Email notification
configure. Enable email notifications, enter the smtp.gmail.com on the SMTP server, port 465,
enter the email name for the sending user name, enter the SMTP App password obtained above
for the sending password, enable SASL, enable SMTP SSL, enable Force SSL peer verify, and the
ca-bundle is a root certificate bundle provided by your trusted organization, here using the

Mozilla CA certificate store. Finally, fill in the recipient email address, which is separated by a

comma. For more information about each configuration item, refer to Email notification settings.

& Configure NTHM2_189 via network x

Quit T password | ssesssees “% Disconnect (Update Certificatesl Update password

Device configure |0 state Technical support information

Detect Blink [Save| Reboot Sys reboot Read configure Apply changes

Property Value

Basic configure Enable Email notification I.Yes >
10T centerl configure Max Emails sent per day(0 no limit) 500
10T center2 configure Send email interval(minutes) 1
GNC center configure Enable daily Email report Mo
SNMP canfigure Send daily email hour 10
Email notification configure SMIE server sitpninaloc

SMTP port 465

Sender username sy @gmail.com

Sender password russ wvdob

Enable SASL Yes

Enable SSL for SMTP Yes

Force SSL peer verify Yes

ca-bundle ca-bundle file size: 222971, date: 06-26-2025 15:53:39

Proxy URL
Proxy authenticate user
Proxy authenticate password

Recipients i @outlock.comyr © T @gmail.com

After the settings are completed, click Apply Changes -> Save -> Reboot to take effect.

PE\'iCE '-'Oﬂﬁg'-”’?. |0 state Technical support information

Detect Blink | . Rebbot Sys reboot Read configure Apply changes

4.2. Gmail Sending Settings via OAuth2

Following the steps in Chapter 2, obtain the Client ID, Client secret, and Refresh Token file,

and then configure them in the Email settings, similar to the screenshot below.
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Quit Password Disconnect

Use previous certifi

ssssssse

Device configure 10 state Technical support information

Detect Blink [Save! Reboot Sys reboot Read configure Apply changes

Factory Upgrade Online Update emplate Confit w Property
Enabie SIAKIE LS
Basic configure

Enable SSL for SMTP
10T center 1 configure

Force SSL peer verify
10T center 2 configure

Trusted ca-bundle

GNC cent i
center configure Proxy URL

SNMP configure Proxy authenticate user

Email notification configure Proxy authenticate password

Value
No

Yes
No

ca-bundle file size: 222971, date: 06-24-2025 23:14:44

OAUTH2 client id

SMTP server smtp.gmail.com

SMTP port 465

Sender zhongwenging68@gmail.com
SMTP authenticate type XOAUTH2

SMTP basic authenticate password

OAUTH2 Email service provider Gmail oauth

752817564990-99890mvrg76hsb20b2vmc2i5l4kerf6v.apps.googleusercontent.com

OAUTH2 client secret GC = Ssry
Tenant id(Outlook) common
Refresh token(Gmail/Outlook) xoauth2_refresh_token,file size: 103, date: 02-22-2026 17:19:57 I

Email test

Click the button on the right to test sending an email.

4.3. Outlook Sending Settings via OAuth2

Firmware versions released after January 2026 will support sending emails via Outlook. If

w

==

your firmware version is older, you will need to upgrade before you can use Outlook to send

emails. Refer to the screenshots below for the main configuration details. STARTTLS must be

enabled in Outlook settings.

Quit ssssssns &5 Disconnect

Device configure |0 state Technical support information

Detect Blink [ Reboot Sys reboot Read configure Apply changes

Factory Upgrade Check Update Template Config w Property

Basic configure Enable STARTTLS

10T center 1 configure Enable SSL for SMTP

10T center 2 configure Force SSL peer verify

GNC center configure Inisted ca:taindic

Proxy URL
SNMP configure

Proxy authenticate user
Email notification configure

Proxy authenticate password

Update password

Value

No

ca-bundle file size: 225076, date: 12-24-2025 16:39:51

SMTP server

SMTP port

smtp-mail.outlook.com

587

Sender

SMTP authenticate type

SMTP basic authenticate password
OAUTH2 Email service provider
OAUTH?2 client id

OAUTHZ client secret

Tenant id(Outlook)

Refresh token(Gmail/Qutlook)

Fmail tect

monigear_us@outlook.com

XOAUTH2

Outlook oauth
f4e66c8c-f0bf-4107-b0%f-bB6defffl3da

a46t vg-bUu

xoauth2_refresh_token,file size: 508, date: 01-02-2026 23:19:37

Clirk the hiittan nn the rinht tn tect cendina an email




4.4. Send a test email

The process of sending an email involves multiple links (whether the device configuration is
correct, whether the network is unblocked, whether the mail server is available, etc.), and any
error in any link may lead to the failure of email delivery. Send a test email to display detailed
debugging information when the email fails, troubleshoot the cause of the failure, and correct

the configuration.

Email test Click the button on the right to test sending an email.

You can modify the content and title of the test email, and then click send to wait for the

email to be sent.

Before doing an email test, please make sure that the email-related settings have been saved and the device
has been rebooted, because the email-related settings are only loaded once when the device is started. The
last saved settings are used to send emails.

Email content

This is a test email.
To avoid being treated as spam, you may need to increase the length of the email, but the maximum length is 256 bytes.

Subject  This is a test email from a monigear device Send |

Send It i
end resu & Please wait... X

Sending email, wait 2 minutes at most...

2%

BE

If the configuration is correct, a Success message will be displayed after the message is sent,

as shown in the following figure:

Send result

Success

Check the test email you received in your mailbox:



NI Gmail Q, Search mail = @ @ 4 i @

Y €« 0 m B m i gofs2 < > mm~w B
o' This is a test email from a monigear device nbox x a2 &
o L o -@gmail.com Tue, Jul1, 417PM (17 hours ago) ¥y @ “ :

tome » @
o ,

This is a test email
B To avoid being treated as spam, you may need to increase the length of the email, but the maximum length is 256 bytes. ;
D
~
+ [ © Reply )( ~ Forward || ®)

If the email is sent successfully, but you cannot receive the email, see Spam handling.

Example of sending failure:

Send result

Proxy-Connection: Keep-Alive

[HEADER_IN]HTTP/1.1 200 Connection established

[HEADER_IN]

[TEXTICONNECT phase completed

[TEXTICONNECT tunnel established, response 200

[TEXT]TLSv1.3 {OUT), TLS handshake, Client hello (1):

[TEXT] CAfile: fopt/gnc/etc/ca-bundle.pem

[TEXT] CApath: fetc/ssl/certs

[TEXT]OpenSSL SSL_connect: SSL_ERROR_SYSCALL in connection to smtp.gmail.com:465

[TEXT]Closing connection

If you encounter any problems, you can send a screenshot of the configuration and the

failure debugging information to our technical support technicians for help.

4.5. Statistics and information debugging

information

On the Technical support information page of the network configuration tool, select Run
state and click Refresh to view the device running status and statistics. View the statistics of sent
emails, in which email send is the number of emails that have been successfully sent, send fail

has been sent failures, and send today is the number of times that have been successfully sent.

On the Technical support information page of the network configuration tool, select Run
state and click Refresh to view the device running status and statistics. View email-related

statistics.



Email send is the number of successful sents, send fail is the number of failed sends, and
send today is the number of successful sends. Last send email error message is the reason for

the most recent failed email.

Device configure [0 state Technical support information  Script in deivee

Type Run state Refresh Copy to clipboard

Current time 2025/07/01 22:09:03
Startup time:2025-07-01 20:52:51
Need save IO configure: No, Report is running: Yes
Console setup format error:0, LRC error:0
Network encryption error:0, console read err:0, control alarm times:0
Mgqtt command json error:0
Info queue overflow:18446744072181637208
DIO process invalid addr=0, invalid index=0
AlO process invalid addr=0, invalid index=0
modbus time out=0, format err=0, chksum err=0
OpenSSL main version: 3, sub version: 1, revision: 4
Trap session init: fail
Snmp trap send ok: 0, send fail:0
fail create PDU: 0, Add variable error:0, Send queue full: 0
queue pop error: 0, queue length:0
Snmp inform queue full: 0, queue pop error: 0, queue length:0
inform map size:0, sending map size:0, full times:0, ACK num:0
Email queue full: 0, queue pop error: 0, queue length:0
Email send:2, send fail:1, send today:2
Email events waiting in list:0
Last send email error message:Send email failed, info: Timeout was reached
IPv6 addresses:
fe80::2bd:3bff:fe00:3fa7, prefix 64, scope:link
240e:3bb:636:3cf0:2bd:3bff:fe00:3fa7, prefix 64, scope:global

If the email is sent successfully (the number of email sends increases) but the email cannot

be received, see Spam handling.

5.Alarm settings for supervisory
points(SP)

When an alarm event is triggered when the supervisory point of the device changes to the
alarm threshold, the device sends an alarm email to the user. Each supervisory point of the
Monigear device can set alarms separately, support delayed alarms, and provide up to 3 levels of
alarms, usually level 3 is an emergency alarm, level 2 is an important alarm, and level 1 is a

normal alarm. For a basic introduction to supervisory points, please refer to Appendix A

Example of a temperature alarm email:



M Gmail Q, Search mail g @ @ 4 =

2 < B O @ B @ i 10f15 S mEm - ]
o Temperature alarm level 2 device NTHM2_19  inbox e @
e 1T l@gmail.com 5:08PM (O fr ® &« :

tome ~ @
o
B Temperature current value 87.0, enter alarm level 2, Message: Temperature high alarm -
b

Time:Mon Jun 30 17:08:06 2025

L4

Use the network configuration tool, connect to the device, click 10 state-> 10 configure, click
Read all, select a supervisory point, click Modify, modify the supervisory point configuration in
the pop-up window, and then select other supervisory points to continue the configuration (see
below for the alarm configuration description of each type of supervisory point), and after the
configuration is complete, click Apply changes to apply the modification. For details about the

configuration items of the monitoring points, see Appendix B.

Device configure 10 state Technical support information

Modules 10 values Module configure 10 configur
Query q __b
Read all Mg A \Gchﬁn es Save SP list
Address Running Name iy Bpedd 9
‘ ‘ AID
0 Running Device .
Name Key Value
AlO1 o SP Name Temperature
Alo2 SP Enabled Yes
Enable Control No
Enable Offline Save No
Value Precision 0.0
Value Unit F

Report delta threshold(0 disable) 0

Report Interval 0

No timely send data No

Warn Type Warn immediately
Warn delay Time 0

Hysteresis band 0

5.1. AIO alarm settings

1) Alarm threshold
You can enable 1, 2, and 3 alarms, and set the upper and lower thresholds for each level.

@ Example of temperature alarm setting (Fahrenheit):



Property Value

Warn Type Warn after delay a period
Warn delay Time 30

Hysteresis band 0

Level 1 Warning Enable Yes

Level 1 Warning High Threshold 82
Level 1 Warning Low Threshold |64
Level 2 Warning Enable Yes
Level 2 Warning High Threshold |86

Level 2 Warning Low Threshold 60

Level 3 Warning Enable Yes -

Level 3 Warning High Threshold 90

Level 3 Warning Low Threshald |57

@ Example of temperature alarm setting (Centigrade):

Property Value
Warn Type Warn immediately
Warn delay Time 30
Hysteresis band 0
Level 1 Warning Enable ."r’es -

Level 1 Warning High Threshaold 28
Level 1 Warning Low Threshold 18
Level 2 Warning Enable Yes
Level 2 Warning High Threshaold 30
Level 2 Warning Low Threshold 16
Level 3 Warning Enable Yes
Level 3 Warning High Threshald 32

Level 3 Warning Low Threshold 14

2) Delayalarm

As shown in the following figure, an alarm is triggered only after the temperature reaches

the alarm threshold and is maintained for 30 seconds.



Warn Type Warn after delay a period

Warn delay Time 30

3) Hysteresis band
@ Fahrenheit example:

When the temperature value rises to 82F, a Level 1 alarm will be triggered, and when the
temperature value collected by the sensor fluctuates around 82F, it will cause frequent alarms to
be triggered and the alarm will be extinguished, and the hysteresis band shown in the following

figure will only be extinguished when the temperature drops below 80F.

Hysteresis band 2

@ Centigrade example:

When the temperature value rises to 28°C, a Level 1 alarm will be triggered, and when the
temperature value collected by the sensor fluctuates around 28°C, it will cause frequent alarms
and alarm cancellations, and the hysteresis band shown in the following figure will only be

extinguished when the temperature drops below 27°C.

Hysteresis band 1

4) Alarm message

You can set the upper and lower limits of the 1/2/3 alarm level respectively, and describe
the specific content of the alarm, the actions that need to be performed, and the installation

location. To avoid mail delivery failures, do not use special characters.

Property Value
Levell high warning message | Temperature high warning
Levell low warning message Temperature low warning
Level2 high alarm message Temperature high alarm
Level2 low alarm message Temperature low alarm
Level3 high alarm message Temperature very high alarm
Level3 low alarm message Temperature very low alarm

5.2. DIO alarm settings

As shown in the figure below, the DIO supervisory point corresponding to the door magnetic
switch sensor is connected, and when the value is 1, it means that the door is open, triggering a
level 3 alarm.



Property Value

SP Name Door magnetic
SP Enabled Yes
Enable Control No

Save data when offline MNo

Value for warn 1
Warn level 3
Warn method '.u"l."arn immediately
Delay warn time(sec) 0

Enable lock a shart time  No

Value for lock 0

Lock time(sec) ]

D0 describe Close

D1 describe Cpen

Alarm message lllegal intrusion through the back door

State locked

For security supervisory points, such as when using infrared probes for illegal intrusion
detection, the sensor status may be switched frequently, and the status lock may be set to avoid
frequent alarms and alarm canceling by the device. As shown in the figure below, after the sensor
status value changes to 1, the status value of the device remains 1 for 60 seconds, regardless of

how the sensor signal changes.

Enable lock a short time Yes
Value for lock 1
Lock time(sec) 60

Delay alarms and alarm messages are set up in the same way as AlO.

6.Email notification settings

6.1. Maximum number of sends per day

Sending too many emails in a single day may result in the sending email account being
banned by the service provider. Limiting the maximum number of devices sent per day is
necessary, especially if multiple Monigear devices are configured to use the same mailbox to

send alert emails.



Max Emails sent per day(0 no limit) 500

Note that the maximum number of sends on the device is a weak limit, and the number of
sends on the day will be recalculated after the device is restarted hot/cold. In addition, if an email

fails to be sent, the number of sent items is not counted.

6.2. Send email Interval (Send email mode

description)

Sending too quickly in a short period of time may also result in the sending email account
being banned by the service provider. The interval between sending emails in two consecutive

e-mails can be set at least 1 minute and up to 20 minutes.
Send email interval(minutes) 1

Monigear devices use a cached queue mode to send messages in order to minimize the
number of times they are sent. After the previous email is successfully sent, a new (multiple)
alarm event is generated during the waiting period for the sending interval, the event content will
be cached, and when the interval time expires, all the cached content to be sent will be merged

into one email for sending.

For example, you may receive an email with multiple alarm event information, as shown in

the following image

There are multiple events from device NTHM2_19  inbox x e &

0 1 m@gmail.com 5:28PM (4 minutesage) ¢ @ &

Temperature current value 90.1, enter alarm level 3, Message:Temperature very high alarm.

Time:Mon Jun 30 17:24:02 2025

Humidity current value 80, enter alarm level 1, Message:Humidity high warning.

Time:Mon Jun 30 17:25:14 2025

6.3. Repeat alarm

When an alarm is triggered at a supervisory point and the alarm state is entered, an alarm
message will be sent once, and after that, if the alarm state is maintained and the alarm is not
extinguished, the alarm message will be sent repeatedly, and the alarm message will be sent
three times by default with an interval of 20 minutes. If the number of repetitions is set to 0, no
repeated alarms will be sent, and the interval can be set to default 20 minutes, you can change it

to 60 minutes for example.



Event email repeat send times 3

Repeat event email interval(minutes) 20

Examples of repeat message:

= M Gmall Q_ search mail = o0 s + i @

¢« ® 0 @ B m bl ¢ > m~ C
Temperature alarm level 2 device NTHM2_19[Repeat] inbox = e =

0 ; - .@gmail.com 1204PM (B minutesage) Yy @ 6 1 -

Temperature current value 87.0F, alarm level 2, Message: Temperature high alarm.

Time:Tue Jul 123:04:12 2025

«coDvoeorHn N

Tip: If the alarm description contains the current value and enter alarm level 1/2/3, it
indicates that the alarm state is triggered, and only the current value contains the repeated

alarm information.

6.4. Exit the alarm notification

When the supervisory point exits the alarm state and returns to normal, an exit alarm

message is sent.

Temperature alarm level O device NTHM2_19  inbox e B

[ i i@gmail.com 510PM (9minutesago) ¢ @ &
tome =

Temperature current value 78, Exit the alarm state.

Time:Tue Jul 104:09:56 2025

6.5. Sent at a timed daily time

Sometimes it is normal for a long time without any alarm events, so it is uncertain whether
the device and email functions are normal. Therefore, we set up a function to send an email at a

fixed time every day to let you know that the device is working normally.

Using a 24-hour clock, the hours can be set from 0 to 23.

Enable daily Email report Yes

Send daily email hour 18



Examples of timing messages:

Jun 30,2025 Daily email from device NTHM2_19 inbox x

@ i “@gmail.com 11:00 AM (0 minutes aga)
tome =

Temperature 87.0F, humidity 74%

Time:Mon Jun 30 11:00:00 2025

When using the scheduled sending function, check the time zone of your region and modify

it in the basic settings:

Time zone Asia/Shanghai

6.6. Recipient of the message

Multiple email addresses are separated by commas, and the maximum length of the string is
255. Each time a message is sent to multiple mailboxes, the corresponding number of times is

accumulated.

Recipients emaill@outlook.com,email12@gmail.com,email3@yahoo.com

6.7. Send it to yourself

It is allowed to use only one email account, both as a sender and as a receiver.

SMTP server smtp.gmail.com

SMTP port 465

Sender username m:’ . 4@gmail.com

Sender password russ’ ' wdob

Enable SASL Yes

Enable SSL for SMTP Yes

Force SS5L peer verify Yes

ca-bundle ca-bundle file size: 222971, date: 06-26-2025 15:53:39
Proxy URL

Prowy authenticate user

Proxy authenticate password

Recipients i A@gmail.com

6.8. Use proxy



Example of an HTTP proxy:

Proxy URL http://192.168.1.80:64682
Proxy authenticate user

Proxy authenticate password

Example of an SOCKS proxy:

Proxy URL socks://192.168.1.80:64683
Proxy authenticate user

Proxy authenticate password

6.9. SMTP non-encrypted port

If you use an SMTP non-encrypted port (the default port number is 25), you do not need to

enable SSL and certificate verification.

SMTP server smip.163.com

SMTP port 25

Sender username I @163.com
Sender password C 2
Enable SASL Yes

Enable S5L for SMTP Mo

Force SSL peer verify MNao

7.Spam handling

Test emails or alarm emails sent by the device may be judged to be spam, and the recipient
may not receive email notifications as scheduled. For example, in the following two cases, you
can add the email address used to send alarm information to the whitelist in the recipient's

mailbox settings.

1) Alert emails may be filtered as spam by the receiver and need to be viewed in the

receiver's spam email.

2) The alert email may be judged as spam by the service provider where the recipient's

email address is located and you cannot receive the alarm email.



8.Appendix A- Data Types of

acquisition
The Monigear device represents the status data collected by the front-end sensor in the

form of a supervisory point (SP), which is divided into four basic types: digital input/output(DIO),
analog input/output(AIO), enumeration ENUM and string STRING.

SP Type Digital DIO Analogue AIO enumeration ENUM | STRING

Data type Bool(0/1) Float Int String
Smoke sensor Temperature UPS . Generator

Example ) IC card number
Motion detector voltage status

Monigear devices have certain storage and computing capabilities, and can process the
collected raw data on the device side and then report it to the server side, such as converting
from raw values to displayed values, triggering alarms based on preset thresholds, executing
linkage actions, etc. The following further explains the collected data values and alarm related
contents.

1. Original value and displayed value

The raw value of the Monigear device data represents the data directly obtained from the
sensor. When users read the device data through the standard communication protocol, they
usually only care about the raw value. In some cases, the raw value is not easy to understand (for
example, the two example DIOs in the following text have raw values of 1, one for water leak
alarm and the other for normal), and it is necessary to combine the sensor information to get a

readable display value corresponding to the monitored entity for the user.

Monigear devices provide corresponding conversion configurations for different types of
monitoring points for users to modify (or refer to). Some communication protocols (such as
SNMP GET) can directly read the conversion results. The following is an example of the
conversion of original values and displayed values of each type. For a detailed description of

monitoring point attributes, refer to the appendix B.

@ dioValue #[] dioDetail

dioValue DO descr D1 descr dioDetail
1 Normal Leak alarm Water leak

dioValue DO descr D1 descr dioDetail
1 Smoke alarm Normal Normal

@ aioValue F[] aioDetail

Original Precision Unit Display
237.5146 0.0 V 237.5V

® enumValue #[] enumDetail




Original Enum string Display
0, No output

1, Main power supply
1 2, Battery supply Main power supply

@ strValue

Strings do not need to distinguish between raw and displayed values.
2. SP Alarm

Each supervisory point of the Monigear device can set an alarm individually, support delayed
alarm, and provide up to 3 levels of alarms, usually level 3 is an emergency alarm, level 2 is an
important alarm, and level 1 is a normal alarm. For the settings of various types of alarms, refer

to the appendix B.

After the alarm is triggered, some communication protocols (such as SNMP GET, MQTT) can
directly read the current alarm level. In addition, you can choose to send an email after the alarm,

execute linkage actions (such as MN-NIO, control relay actions), etc.

9.Appendix B-Supervisory Point

Configuration

€ DIO(Digital Input Output) Digital input and output configuration: including whether the
channel is enabled, the value for alarm, the alarm level, whether it is a security monitoring point,

delayed alarm time, etc.

& Configure NIO3 via network b4
Quit e _ o " Password | sessssss ¥ Disconnect Update password
Device configure 10 state Technical support information Script in deivce
Modules 10 values Module configure 10 configure
Query -
T Running s Read all Modify Apply changes Save SP list
o Running Device alleRets
33 Running CLIMAVENET.. Name Key Value
DIO1 SP Name DN
DIo2 SP Enabled Yes
DIO3 Enable Contral No
DI04 Save data when offline  No
DIOS Value for warn 0
DIO6 Warn level 0
DIo7 Warn method Warn immediately
DIO8 Delay warn time(sec) 0
DIOg Enable lock a short time No
DIo10 Value for lock 0
DIO1 Lock time(sec) 0
Dio12 DO describe 0
D1 describe 1
Alarm message




DIO Property Value Description
SP Name The description of the DIO SP
. This SP is enabled and the data will be reported to the center when
es
SP Enabled conditions are met.
No This SP is not enabled and will not be reported to the center.
Yes Digital output like relay that can be control
Enable Control
No Digital input that cannot be controlled should be No
Save data when|Yes Keep the history data
offline No Don’t keep the history data
0 Digital value 0 is value for alarm
Value for warn
1 Digital value 1 is value for alarm

Warn level

This item can only be 0, 1, 2, or 3 (0 means the alarm is not enabled)

Warn method

. . When the digital value is the same as the alarm
Warn immediately ) ) )
value, an alarm is generated immediately.

The digital value is the same as the alarm value and
Warn after delay a period |keep for a period of time then the alarm is

generated.

Delay warn time

Use with the previous item

Enable lock a

short time

Used for security SPs. Frequently changing digital signals will cause frequent

alarms. Enabling this function can solve the problem of frequent alarms.

Value for lock

When a state is locked for a period of time, if the digital input value changes to
the locked value, the SP value will remain locked during the locked time,

regardless of whether the value of the actual SP value changes during this

period.
) When the lock function is enabled, the SP remains unchanged for a certain
Lock time ) .
period of time.
DO describe A status description that is represented when the sensor signal value is 0
D1 describe A status description that is represented when the sensor signal value is 1

Alarm message

Additional information when an alarm is triggered

€ AIO(Analog Input Output) Analog input and output configuration: including whether

the channel is enabled, precision, unit, upper and lower limits of effective value, alarm level,

delayed alarm time, etc.




Quit

& Configure NTHMZ_19 via network

Device configure 10 state Technical support information

esssssee & Update password

“ Disconnect ||

Modules 10 values Module configure 10 configure
Query =
i Running o Read all Modify Apply changes Save SP list
AlD
i} Running Device —
Name Key Value
AlO1 SP Name Temperature
AlO2 SP Enabled Yes
Enable Control No
Enable Offline Save No
Value Precision 0.0
Walue Unit °C
Report delta threshold(0 disable) 0
Report Interval 0
No timely send data No
Warn Type Warn immediately
Warn delay Time 0
Hysteresis band 0
Level 1 Warning Enable No
Level 1 Warning High Threshold 0
Level 1 Warning Low Threshold o
AlO Properies Value Description
SP Name Functional description of analog monitoring points
» This SP is enabled and the data will be reported to the center
es
SP Enabled when conditions are met.
No [This SP is not enabled and will not be reported to the center.
Yes For an analogue Output
Enable Control
No |[For an analogue input
Yes [Save the history data
Enable Offline save
No |Don’tsave history data

Value Precision

The display precision of the SP value, for example, if it is set to 0.0, one

decimal place will be retained

Value Unit

The unit of the monitoring value, such as meter, °C, etc.

Send Var Condition

If the

deviation between the monitored value and the last reported

value is greater than this value, the monitored data will be immediately

reported to the data center.

Report interval

The frequency at which the SP is reported to the data center. If it is O,

the default system reporting interval is used (in the basic configuration




category, the default is 20 minutes)

No timely send data

v When the device reports all monitoring data regularly, the value
es
of this monitoring point is not reported.

N When the device reports all SP data regularly, it reports the value
o
of the monitoring point

Warn Type

When the monitoring value is higher than the
Warn immediately upper alarm limit or lower than the lower alarm

limit, an alarm is immediately issued

An alarm is generated only when the monitoring

Warn after delay ajvalue is higher than the upper alarm limit or

period lower than the lower alarm limit and keep for a

period of time.

Warn delay time

Use with the previous item

Hysteresis band

The difference between the monitoring value and the alarm threshold
must be greater than the hysteresis band value to meet the alarm

cancellation condition, which can avoid frequent alarm triggering near
the critical point. For example, if the alarm is set to be greater than 36°,

if this value is set to 0.5, the alarm state will be cancelled only when the

value is less than 35.5.

Level 1/2/3 Warning\When the monitoring value meets the conditions, an alarm of the
Eanble corresponding level will be generated

Level 1/2/3 warning|When the monitoring value is higher than the alarm upper threshold, an
high threshold alarm of the corresponding level will be generated

Level 1/2/3 waring low
threshold

When the monitoring value is lower than the alarm lower threshold, an

alarm of the corresponding level will be generated

Minimum value

The lower limit of the external transmitter range

Maximum value

The upper limit of the external transmitter range

Levell high warning

message

Additional information when a Level 1 high-limit alarm is triggered

Levell low warning

message

Additional information when a Level 1 low-limit alarm is triggered

Level2 high alarm

message

Additional information when a Level 2 high-limit alarm is triggered

Level2 low alarm

message

Additional information when a Level 2 low-limit alarm is triggered

Level3 high alarm

Additional information when a Level 3 high-limit alarm is triggered




message

Level3 low alarm o ) ) o o
Additional information when a Level 3 low-limit alarm is triggered
message
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